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CLAIMS 



/ ?\ . A secure access card comprising: 

/ 5 at leastfone tone generator for generating at least one tone signal that is variable 

/ in at least one tone frequency, time duration of tone, time duration of space between 
tones, and by amplitude of tone, and wherein the at least one tone generator comprises 
at least one acoustic transducer that is mechanically tuned to oscillate about its 
mechanical resonant frequency to substantially maximize audio power output from the 
10 at least one tone generator; 

input means for accepting input from a user; and 

a controller, electrically coupled to the at least one tone generator and the input 
means, for controlling the at least one tone generator to generate a tone sequence 
corresponding to the inpu\ from the user, the tone sequence for delivery via a 
15 communication network interface. 

2. The secure access card according to claim 1 , wherein the at least one tone 
generator generates a tone sequence comprising at least one of dual tone multi- 
frequency (DTMF) signals, FSK\signals, MSK signals, and multitone signals, to identify 
20 the user as an authorized user. 



3. The secure access card according to claim 1 , wherein the at least one tone 
generator further comprises a controlJable amplifier circuit, the controller being 
electrically coupled to the controllable ^amplifier circuit and to the at least one acoustic 
25 transducer to selectively control the corttrollable amplifier circuit and the at least one 
acoustic transducer to generate the tone*sequence corresponding to the input from the 
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user. 

\ 

4. The secure acfcess card according to claim 1 , wherein the at least one tone 
generator generates a\one sequence that is delivered via a communication network 

5 interface comprising a telephone network interface for a publicly switched telephone 
network (PSTN). \ 

5. The secure access card according to claim 1 , further comprising a memory for 
storing identification information, and wherein the controller is electrically coupled to the 

10 memory and to the input means for monitoring the input means for user input and to 
determine whether the user input matches the stored identification information to permit 
the card to generate the tone sequence for delivery via the communication network 
interface. \ 

15 6. The secure access card accoraing to claim 5, wherein the input means 
comprises at least one of a key input, a voice audio input, a signature input, and a 
fingerprint input, to capture user input from a user of the secure access card, the user 
input being compared to the stored identification information to permit the card to 
generate the tone sequence for delivery via the communication network interface. 

20 \ 

7. The secure access card according to cteim 1 , further comprising a memory for 
storing a representation of user input, and wherein the controller is electrically coupled 
to the memory and to the input means for monitoring the input means for user input and 
to store a representation of the user input in the memory, the controller controlling the 

25 at least one tone generator to generate a tone sequence corresponding to the stored 
representation of the user input, the tone sequence fbr delivery via a communication 
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network interface to a secure access server to determine whether the user input 
identifies the user as an authorized user of secure access function of a system. 

\ 

8. The secure access &ard according to claim 7, wherein the input means 

5 comprises at least one of a Key input, a voice audio input, a signature input, and a 
fingerprint input, to capture liser input from a user of the secure access card and to 
store a representation of the user input in the memory, the controller controlling the at 
least one tone generator to generate a tone sequence corresponding to the stored 
representation of the user inpux for delivery via a communication network interface to a 
10 secure access server to deternrrine whether the user input identifies the user as an 
authorized user of secure access function of a system. 

9. The secure access card according to claim 8, wherein the tone sequence 
comprises a representation of the captured at least one of a key input, a voice audio 

is input, a signature input, and a fingprprint input from a user of the secure access card to 
identify the user thereof. 

10. A communication system comprising: 
a communication network; 

20 a secure application/function sferver, electrically coupled to the communication 

network, for providing secured access^ functions to an authorized user across the 
communication network; 

a secure access server, electrically coupled to the communication network, for 
determining whether a user across the jcommunication network is an authorized user, 

25 the secure access server including: 



EXPRESS MAIL LABEL NO. EL307821635US 

a network interface for coupling communication signaling between the 
communication network and the secure access server; 

a tone signal processor electrically coupled to the network interface for 
receiving and processing communication signaling from the communication network, 
5 the communication signaling comprising at least one tone signal in a tone sequence; 

a database men\ory for storing authorized user identification information 
including for each authorized \)ser at least one of a personal identification number 
(PIN), a voice identification information, a fingerprint identification information, and a 
signature identification information; and 
10 a controller, electrically coupled to the tone signal processor and the 

database memory, for receiving communication signaling from the communication 
network, the communication signaling comprising at least one tone signal in a tone 
sequence representative of user identification information, and for comparing the user 
identification information to the stared authorized user identification information to 
15 determine whether the user identification information received from across the 
communication network corresponds to an authonzed user for accessing secured 
access functions provided by the secure application/function server to an authorized 
user across the communication network; and 
a secure access card including: 
20 at least one tone generator for generating at least one tone signal that is 

variable in at least one of tone frequency, time duration of tone, time duration of space 
between tones, and by amplitude of tone, and wherein the at least one tone generator 
comprises at least one acoustic transducer that is mechanically tuned to oscillate about 
its mechanical resonant frequency to substantially maximize audio power output from 
25 the at least one tone generator; \ 

input means for acceptincftinput from a user; and 
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a controller, electrically coupled to the at least one tone generator and the 
input means, for controlling the at least one tone generator to generate a tone 
sequence corresponding to the input from the user and providing user identification 
information, the tone sequence for delivery via the communication network to the 
5 secure access server to identify the user as an authorized user for accessing secured 
access functions provided by the secure application/function server to the authorized 
user across the communication network. 

1 1 . The secure access card according to claim 10, wherein the at least one tone 
10 generator generates a tone sequence comprising dual tone multi-frequency (DTMF) 

signals to identify the user as aln authorized user. 

12. The secure access card according to claim 10, wherein the at least one tone 
generator further comprises a controllable amplifier circuit, the controller being 

15 electrically coupled to the controllable amplifier circuit and to the at least one acoustic 
transducer to selectively control the controllable amplifier circuit and the at least one 
acoustic transducer to generate tha tone sequence corresponding to the input from the 
user. \ 

20 13. The secure access card according to claim 10, wherein the at least one tone 
generator generates a tone sequencetthat is delivered via the communication network 
comprising a publicly switched telephone network (PSTN). 

14. The secure access card according, to claim 10, further comprising a memory for 
25 storing identification information, and wherein the controller is electrically coupled to the 
memory and to the input means for monitoftng the input means for user input and to 
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determine whether the user input matches the stored identification information to permit 
the card to generate theione sequence for delivery via the communication network 
interface. \ 

5 15. The secure access card according to claim 14, wherein the input means 
comprises at least one of a Hey input, a voice audio input, a signature input, and a 
fingerprint input, to capture user input from a user of the secure access card, the user 
input being compared to the sWed identification information to permit the card to 
generate the tone sequence for delivery via the communication network interface. 

10 \ 

16. The secure access card according to claim 10, further comprising a memory for 
storing a representation of user input, and wherein the controller is electrically coupled 
to the memory and to the input means for monitoring the input means for user input and 
to store a representation of the user input in the memory, the controller controlling the 

15 at least one tone generator to generate a tone sequence corresponding to the stored 
representation of the user input, the tone sequence for delivery via the communication 
network to the secure access server to determine whether the user input identifies the 
user as an authorized. \ 

20 17. The secure access card according to claim 16, wherein the input means 
comprises at least one of a key input, a voice audio input, a signature input, and a 
fingerprint input, to capture user input from a user of the secure access card and to 
store a representation of the user input in the memory, the controller controlling the at 
least one tone generator to generate a tone sequence corresponding to the stored 

25 representation of the user input for delivery via the communication network to the 
secure access server to determine whether trae user input identifies the user as an 
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authorized L^er. 

18. A methofl for a communication system comprising the steps of: 
capturing 'user input at a secure access card; 

5 storing a representation of the user input at the secure access card; 

acoustically transmitting, from the card, a tone sequence destined for reception 
across a communication network, the tone sequence corresponding to the stored 
representation of theViser input; 

receiving from across the communication network a representation of the 
10 transmitted tone sequence; 

comparing the received representation of the transmitted tone sequence to pre- 
stored authorized user identification information; and 

determining whether a match between the representation of the transmitted tone 
sequence and a pre-storedrauthorized user identification information identifies the user 
15 of the secure access card aaan authorized user of the communication system. 

19. The method of claim 18\ wherein the step of capturing user input at a secure 
access card comprises the stea of: 

capturing at least one of a key input, a voice audio input, a signature input, and a 
20 fingerprint input, to capture user iinput from a user of the secure access card. 

20. The method of claim 19, wherein the tone sequence comprises a representation 
of the captured at least one of a keyViput, a voice audio input, a signature input, and a 
fingerprint input from a user of the secyre access card to identify the user thereof. 

25 
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